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Three-part presentation to cover. aspects of
Infonetica QA & Testing practice:

s Testing for Reliability [this presentation]
s Test Automation

s Security & Vulnerability

What is Software Reliability Engineering?

+ Relationship with Infonetica QMS

Engagement Opportunities with you
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The probability that a system or a capability of a
system will continue to function without failure for
a specified period in a specified environment.

The period may be specified in natural or time
units.
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R (for 1h mission time)
0.386
0.9

0.959
0.99
0.994

0.9986
0.999

0.99989

Failure intensity
1 failure/h
105 failures/1000h
1 failure/day
1 failure/100 h
1 failure/week
1 failure/month
1 failure/1000 h
1 failure/year
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It helps to involve customers in defining requirements

regarding failure rates

CMM levels 4 and 5 (and 3, indirectly), recommend reliability
measurement.
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Output set
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The reliability of software-based product depends
on how the computer and other external elements

use it.

Reliability is improved when software faults which
occur in the most frequently used parts of the
software are removed

+ Remoyving x% of software faults will not
necessarily lead to an x% reliability
improvement. In a study, removing 60% of
software defects actually led to a 3% reliability
Improvement

+ Removing faults with serious consequences is
the most important objective
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The set of best practices that empower testers and
developers to

+ Ensure product reliability meets users needs
» Speed the product to market faster

+ Reduce product cost

+ Improve customer satisfaction (fewer angry

users)
+ Increase their productivity
Applicable to all software based systems

Two fundamental ideas

+ Focus resources on the most used/critical
functions

+ Make testing realistically represent field
conditions
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Software faults introduced in all phases of the life-
cycle: specification, design, implementation,
testing, maintenance.

+ Reliable operation requires assurance in all the
phases of the life-cycle

Reliability
Assessment
Methods

Formal verification, Program derivation,
Testing and Design diversity, Design
Hybrid assessment for testability, Fault

tolerance, Fault prevention
Design and

Implementation

. . Assurance
Specification

Assurance RSML, LSM, RESOLVE

Z, VDM, Petri Nets,...
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Widely used and accepted, especially by the large
corporations and ISVs

Increase in project cost: less than 1%

Predominant SRE workflow:

Define Necessary

Reliability

Develop Operational Profiles (Customer, User,
Mode, Functions, Operation profile itself)

———— Prepare for Test

e

» Execute & Apply Failure Data
Tests to Guide Decisions
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Reliability based approach for new development
Testing for reliability

s+ Statistical testing

+ Reliability growth tests (find and remove faults)

+ Feature (minimize impact of the environment),

+ load (maximize environmental impacts),
+ regression tests (following a major change)

+ Certification tests
+ no debugging, accept or reject software under test
Reliability Assessments
Reliability Growth Modeling
Reliability Predictions

Reliability Estimations




Infolsts st

Reliability Optimization testing using OOA/D ——
Develop a complete object model, including all use cases
Identify key operational variables

Establish operational relationships with each use case

Develop an operational profile for all use cases

Estimate the frequencies of use cases, then operations.

Estimate testing productivity

Evaluate system test effort budget

Evaluate coverage, add more tests, if necessary. Conduct
testing according to operational profile until acceptable low
failure rate is observed using reliability techniques




Infolsts st

Your extended IT team

Use Case

Actor

Scenario

Cash Withdrawal

Bank Customer

Wrong pin,
request $75

Bank Customer

PIN OK, deposit
$300, request $50

Crook

Stolen card,
Valid PIN

ATM Restocking

Operator & Guard

ATM opened, Cash
dispenser empty,
$150000 added

Operator & Guard

ATM Opened, cash
dispenser full
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Expected Result

Card PIN

Entered
PIN

Customer
Bank reply

Customer
Acct. Status

Message
Displayed

Card
Action

Invalid

Insert ATM
Card

Eject

Valid

Matches
Card PIN

Closed

Account
Closed

Eject

Valid

Matches

Open

Enter
Amount

Keep

Valid

Matches

Try Later

Eject

Valid

Doesn’t
Match

Reenter PIN

Keep

Revoked

Bank
Replies

Card
Revoked

Retain

Revoked

No reply

Card Invalid

Eject
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Assumptions

s It takes 1 hour to design and run one test

s 5 percent of tests reveal faults

+ It takes 4 hours to correct faults
s Test budget = 1000 hours
Number of tests to be performed:
T +(0.05 *4T) = 1000
T = 833 (total number of tests)
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Use Case

Occurrence Probability

Number of Tests

Cash Withdrawal

0.53

441

Checking Deposit

0.15

125

Savings Deposit

0.14

117

Funds Transfer

0.08

67

Balance Inquiry

0.06

50

Restock

0.02

17

Collect Deposits

0.02

16

Total

1.00
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Testing software for reliability rather than fault
detection

Test data selection should follow the predicted
usage profile for the software

Measuring the number of errors allows the
reliability of the software to be predicted

An acceptable level of reliability should be
specified and the software tested and amended
until that level of reliability is reached
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Determine operational profile of the software

Generate a set of test data corresponding to
this profile

Apply tests, measuring amount of execution
time between each failure

After a statistically valid number of tests have
been executed, reliability can be measured
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Growth model is a mathematical model of the system
reliability change as it is tested and faults are removed

Used as a means of reliability prediction by extrapolating
from current data

Depends on the use of statistical testing to measure the
reliability of a system version

Many different reliability growth models have been proposed.
Reliability should be measured and observed data should be
fitted to several models. Best-fit model should be used for
reliability prediction
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Step A- Is the plot of

failure intensity vs.

cumulative failures

increasing,
decreasing or a
combination?

Increasing

Step A1 - The S-
Shaped and Weibull
models can be used.

Is the corrective

r

periodic summary
form?

Imperfect
corrective action

Littlewood-
Verrall model
can be used.
Calculations
are complex,

however.

Periodic
Data

The
Geometric
model can be
used.

| FQT or systems integration

Decreasing

Growin NModals

Step 1 - What phase

of the life cycle is the

software development
currently in?

The S Shaped,
Schneidewind,
Weibull models
can be used.
Step A3 - Are the
data points for
the later failure
events

Step A2 - Has the -
decreasing?

software been in
operation for some
time without a failure?

Step A
in Step A a curved
shaped or a relatively
straight line

Step A2A1 - The Schneidewind model, S Shaped and
Weibull model can be used.

Is there historical or collected data to predict initial
failure rate or estimated number of inherent faults, or
the expected rate of change of the failure intensity?

I A AN
Initial failure Inherent rate of change
rate faults of failure intensity

The Musa The Goel- Both the Goel-
Logarithmic Okumoto Okumoto model and
model can be model can be the Musa Logarithmic

model can be used
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Coding, Unit Testing or CSC integration

Preliminary or Detailed

Systen Design

or Software
Requirements

Step D - The
A,Dand S
factors of the
Rome
Laboratory
TR-92-52
model can be
used. The
Musa
execution
time model
can be used.

Step C -The
A,D and some
S factors of
the Rome
Laboratory Tr-
92-52 model
can be used.
The Musa
Execution
model can be
used.

Step B - The
Aand D
factors of the
Rome
Laboratory
TR-92-52
model can be
used.

points and go to
Step A2

Step A2A2 -The Schneidewind, S Shaped, and
Weibull models can be used.

Is there historical or collected data for initial failure
rate, estimated number of inherent faults? |s the
development process incremental?

Incremental
development
process

Inherent faults

The General
Exponential
models can be

Initial failure rate

The Brooks
Motley model
can be used

The Musa
Basic Model
can be used
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Based on number crunching of failure data and rates.
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Reliability Models

Example: Assume that a program will experience 100 failures in infinite time.
The initial failure intensity was 10 failures/CPU-hr, the
resent failure intensity is 3.68 failures/CPU-hour and our
objective intensity is 0.000454 failure/CPU-hr.
Predict the additional testing time to achieve the stated objective.

Ans.:  We know that A(1) = Aexp(—AyT/vy)
Attime 1, A(t)) = hoexp(—A,1,/vy) = &,
Ty = T = (v Al In(Ry &)

v, = 100 faults, &, = 10 failures/CPU-hr
h, = 3.68 failures/CPU-hr. &, = 0.000454 failure/CPU-hr

Testing time = (t, - 1, ) =90 CPU-hr
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Reliability is usually the most important dynamic
software characteristic

Reliability directly affects cost, price, schedule and
other important decisions. Infonetica
Professionals should aim to produce reliable
software

Reliability depends on the pattern of usage of the
software. Faulty software can be reliable.

Reliability requirements should be defined
quantitatively whenever possible




Kay naints Infolilsistes:

Your extended IT team

There are many different reliability metrics. The
metric chosen should reflect the type of system
and the application domain

Statistical testing is used for reliability
assessment. Depends on using a test data set
which reflects the use of the software

Reliability growth models may be used to predict
when a required level of reliability will be achieved




